NSA Bluff Dale Utah Cyber attacks against Stew Webb Federal Whistleblower
Stewwebb.com

The Computer Fraud and Abuse Act (CFAA) [18 U.S.C. Section 1030] makes it illegal
for anyone to distribute computer code or place it in the stream of commerce if they
intend to cause either damage or economic loss.

Tuesday June 16, 2020
Evidence:
Type: Blocked

United States was blocked by real-time IP blacklist at http://stewwebb.com/2019/wp-
login.php

6/16/2020 2:47:03 PM (58 minutes ago)
IP: 162.214.28.25 Hostname: server.fetchatask.com
Human/Bot: Bot

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:62.0) Gecko/20100101 Firefox/62.0

NetRange: 162.214.0.0 - 162.215.255.255

[131072 addresses in this network]

CIDR: 162.214.0.0/15 (162.214.0.0 - 162.215.255.255)
[131072 addresses in this network]

NetName: UNIFIEDLAYER-NETWORK-15

NetHandle: NET-162-214-0-0-1

Parent: NET162 (NET-162-0-0-0-0)

NetType: Direct Allocation

OriginAS: AS46606

Organization: Unified Layer (BLUEH-2)

RegDate: 2013-05-22



Updated: 2013-12-19
Comment: This space is statically assigned.
Comment:

Comment: ----- BEGIN CERTIFICATE-----

MIIDjjCCAnY CCQDwxS01pbJjyDANBgkghkiGOWOBAQsFADCBIDELMAKGA1UEBhMC
VVMxCzAJBgNVBAgMAIVUMQ4wDAYDVQQHDAVQcmM92bzEMMAOGALUECgwDRUI
HMQ8wDQYDVQQLDAZOZXRvcHMXEJAQBgNVBAMMCWF3c19ieW9pcDEpMCcGC
SqGSIb3DQEJARYaZWINnLW5IdC10ZWFtQGVUZHVyYYWS5jZS5jb20wHhcNMTgxMTEyY
MTg1ODAWWhAhcNMjgxMTASMTg1ODAWW|CBIDELMAKGALUEBhMCVVMxCzAJBgNV
BAgMAIVUMQ4wDAYDVQQHDAVQcmM92bzEMMAOGA1UECgwDRUIHMQ8wDQYDV
QQLDAZOZXRvcHMXEJAQBgNVBAMMCWF3c19ieW9pcDEpMCcGCSqGSIb3DQEJA
RYaZWInLW5IdC10ZWFtQGVUZHVyYyYW5jZS5jb20wggEIMAOGCSqGSIh3DQEBAQUA
A41BDWAWQQEKAOIBAQDhYKPGFYV/471uwfSNRUIGWX1IWIF7IMOGYbmwHBY 7KAOru
ObkhZrgVUwWFXVVIZZED1BPxigOsgGdUVQO01BYBTxcBCaxim9hnJW3dVROdZg4HSO
zuHnntveWfhkalBeGJGPhsdyE7zULg8jf+18I9fRtG32Qmm6E35CuDp9HwWKIrHIhgqglY1Q
9JQiUykkdwfgWr4ho1JSP4pl/79WFgrv+0HW7MIOE2Z0TLIkgacr+9kLxmg82g+xWegYm
cfPRC/Eh+g5Ln4dmYKkyzyLITSyuHNnGIOwi3QYUX3ITBoPeex1ly5rPxYA3KM+4boKcxF
R1DGSORU+jzZnhKbxVw6YP5VpPAgMBAAEWDQYJKoZIhveNAQELBQADggEBAMG
zeUx283P9ophMPjguepuCn+vWI+ZLh0gjCneT6vS29/COAaR970bMfpni4XPlbdj8Jch3
M10qlyvjptzkeRcSN2MXCiC6QiNG7D4yeUu+dlQz309vBAp8asfG/jfu7qx2wxRLkf8vilq
+v52Z5jPpnUAZ1auburhbSTpE/VLDGcBPxVIQQeohbzJvT/OWRbUVP0]Z9iXxKX71193V7
9na74A0D1d5/4PzZW5myxQjNZpThR/mBG7C0c9sdI04/fXDAY 7 XTIwHxwaTXxsIZY hULEI
yqztlo80P7LGdhuKNBVbPP2rvrf2z7K78gsCMnLfAtUtM4Cv62k5H/4uE7W BwKI=-----
END CERTIFICATE-----

Ref: https://rdap.arin.net/registry/ip/162.214.0.0

OrgName: Unified Layer
Orgld: BLUEH-2

Address: 1958 South 950 East
City: Provo

StateProv: UT



PostalCode: 84606
Country: US
RegDate: 2006-08-08
Updated: 2020-01-31

Ref: https://rdap.arin.net/registry/entity/BLUEH-2

ReferralServer: rwhois://rwhois.unifiedlayer.com:4321

OrgTechHandle: ENO74-ARIN
OrgTechName: EIG Network Operations
OrgTechPhone: +1-781-852-3200
OrgTechEmail: eig-noc@endurance.com

OrgTechRef: https://rdap.arin.net/registry/entity/ENO74-ARIN

OrgNOCHandle: ENO74-ARIN
OrgNOCName: EIG Network Operations
OrgNOCPhone: +1-781-852-3200
OrgNOCEmail: eig-noc@endurance.com

OrgNOCREef: https://rdap.arin.net/registry/entity/ENO74-ARIN

OrgAbuseHandle: NOC2320-ARIN
OrgAbuseName: Network Operations Center
OrgAbusePhone: +1-801-765-9400
OrgAbuseEmail: abuse@bluehost.com

OrgAbuseRef: https://rdap.arin.net/registry/entity/NOC2320-ARIN



endurance.com

bluehost.com

server.fetchatask.com

Are you looking for IPv4 address 162.214.28.257

Are you looking for domain fetchatask.com?

fetchatask.com

Domain fetchatask.com is not listed in the top million list of Alexa. It is not listed in the
DMOZ directory. This domain is hosted by Unified Layer (AS46606). The first DNS
server is ns2.bluehost.com. The current IPv4 address is 162.214.28.25. The mail server

with the highest priority is mail.fetchatask.com.
A/ AAAA Record  Provider ASN
162.214.28.25 (US us flag)

Unified Layer (US us flag) AS46606

NS Record IP Address Provider ASN
ns2.bluehost.com

162.159.25.175 Cloudflare, Inc. (US us flag)
nsl.bluehost.com

162.159.24.80 Cloudflare, Inc. (US us flag)
MX Record IP Address Provider ASN

mail.fetchatask.com (pref: 0)

AS13335

AS13335

162.214.28.25 (US us flag) Unified Layer (US us flag) AS46606



SPF Record

v=spfl a mx ptr include:bluehost.com ip4:162.214.28.25 ?all
Domain Name: FETCHATASK.COM

Registry Domain ID: 1835663330 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.godaddy.com

Updated Date: 2019-11-17T15:57:05Z

Creation Date: 2013-11-16T05:40:04Z

Registrar Registration Expiration Date: 2020-11-16T05:40:04Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: removed email address
Registrar Abuse Contact Phone: removed phone number

Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited

Domain Status: clientUpdateProhibited
http://lwww.icann.org/epp#clientUpdateProhibited

Domain Status: clientRenewProhibited http://www.icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited http://www.icann.org/epp#clientDeleteProhibited
Registrant Organization:

Registrant State/Province: Nebraska

Registrant Country: US

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=FETCHATASK.COM

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=FETCHATASK.COM



Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=FETCHATASK.COM

Name Server: NS1.BLUEHOST.COM
Name Server: NS2.BLUEHOST.COM

DNSSEC: unsigned

Found the following items -> domains: 1 - ipv4 routes: 50 - ipv6 routes: 50 - providers:
43

Domain Ranking Alexa DomainRank
fetchatask.com 0.8
IPv4 routes

StartipEndip Description Country #domains  #spamhosts

31.217.232.031.217.239.255 Internet Subnet for IMS (DNS server, Mail server etc)
FR O 0

45.125.192.045.125.195.255 Ready Server - Dedicated Server Hosting SG
125 0

103.2.132.0 103.2.135.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 5 Server). IN 0 1

103.47.208.0103.47.211.255 Ready Server - Dedicated Server Hosting SG
293 0



103.200.208.0 103.200.211.255 Ready Server - Dedicated Server Hosting
SG 300 1

115.187.32.0115.187.63.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 1, IPACCT 2,IPACCT 3 Server) IN 168 3

116.193.128.0 116.193.135.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 3, IPACCT 5, IPACCT 6 Server). IN 1 0

116.193.136.0 116.193.143.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 3, IPACCT 5, IPACCT 6 Server). IN 4 1

150.242.148.0 150.242.151.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 5 Server). IN 1 1

43.225.110.043.225.110.255 Dedicated Server & Server Colocation MY 499
0

45.119.203.045.119.203.255 Ready Server - Dedicated Server Hosting SG
18 0

45.125.192.045.125.192.255 Ready Server - Dedicated Server Hosting SG
62 0

45.125.193.045.125.193.255 Ready Server - Dedicated Server Hosting SG
27 0

45.125.194.045.125.194.255 Ready Server - Dedicated Server Hosting SG
21 0

45.125.195.045.125.195.255 Ready Server - Dedicated Server Hosting SG
15 0

103.47.208.0103.47.208.255 Ready Server - Dedicated Server Hosting SG
50 0

103.47.209.0103.47.209.255 Ready Server - Dedicated Server Hosting SG
145 O

103.47.210.0 103.47.210.255 Ready Server - Dedicated Server Hosting SG
37 0

103.47.211.0103.47.211.255 Ready Server - Dedicated Server Hosting SG
61 O



103.200.208.0 103.200.208.255 Ready Server - Dedicated Server Hosting
SG O 0

103.200.209.0 103.200.209.255 Ready Server - Dedicated Server Hosting
SG 234 1

103.200.210.0 103.200.210.255 Ready Server - Dedicated Server Hosting
SG 49 O

103.200.211.0 103.200.211.255 Ready Server - Dedicated Server Hosting
SG 17 0

103.246.114.0 103.246.114.255 Dedicated Server & Server Co-Location MY
1627 O

103.246.115.0 103.246.115.255 Dedicated Server & Server Co-Location MY
1215 0

115.187.40.0 115.187.43.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 1, IPACCT 2,IPACCT 3 Server) IN 0 0

115.187.44.0115.187.47.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 1, IPACCT 2,IPACCT 3 Server) IN 1 0

115.187.48.0115.187.51.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 1, IPACCT 2,IPACCT 3 Server) IN 6 1

118.67.236.0118.67.239.255 Co-Location Server LAN for Customers Co-Location
Server. IN 7 0

118.67.236.0118.67.236.255 Co-Location Server LAN for Customers Co-Location
Server. IN 3 0

119.161.100.0 119.161.100.255 Ready Server - Dedicated Server Hosting
SG 10 0

202.9.39.0 202.9.39.255 Hong Kong Dedicated Server & Server Co-Location MY
2424 0

202.56.228.0202.56.228.255 Co-Location Server LAN for Customers Co-Location
Server. IN 0 0

116.193.140.0 116.193.143.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 3, IPACCT 5, IPACCT 6 Server). IN 1 1



103.2.133.0 103.2.133.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 5 Server). IN 0 0

115.187.52.0115.187.55.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 1, IPACCT 2,IPACCT 3 Server) IN 0 0

115.187.56.0 115.187.59.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 1, IPACCT 2,IPACCT 3 Server) IN 0 0

103.2.132.0 103.2.132.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 5 Server). IN 0 0

103.2.134.0 103.2.134.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 5 Server). IN 0 1

103.2.135.0 103.2.135.255 Alliance Broadband Services Pvt. Ltd. server
(IPACCT 5 Server). IN 0 0

116.193.136.0 116.193.139.255  Alliance Broadband Services Pvt. Ltd. server
(IPACCT 3, IPACCT 5, IPACCT 6 Server). IN 3 0

118.67.237.0118.67.237.255 Co-Location Server LAN for Customers Co-Location
Server. IN 4 0

2.59.116.0 2.59.119.255 Fiber-Server-Internet-TeknolojileriTR 5190 4
5.132.128.0 5.132.191.255 Cloud Serverin SI AT 3142 0O
5.145.168.0 5.145.175.255 Comvive Dedicated Server Net ES 5275 2

5.180.40.0 5.180.43.255 SERVERFIELD International Dedicated Server Provider
LV 23 0

5.180.44.0 5.180.47.255 SERVERFIELD International Dedicated Server Provider
LV 44 1

5.182.204.0 5.182.207.255 SERVERFIELD International Dedicated Server
Provider DE 19 0

5.252.192.0 5.252.195.255 IPSERVERLLC RU 334 1

5.253.244.0 5.253.247.255 SERVERFIELD International Dedicated Server
Provider DE 18 0

IPv6 routes

StartipEndip Description Country #domains  #spamhosts



2001:500:84::

0

2001:500:200::

0

2001:df5:ab00:;

0

2001:df5:f700::

MY

2001:1838::
0

2400:e7c0::
0

2400:f0c0::
0

2401:e780::
0

2401:ebcO0::

2402:6140::

2001:500: 84:ffff: ffff: ffff: fff: ffff B.Root-Server-OPS US 2

0 0
2001:1838:ffff:ffff: ffff: ffff: ffff: fff

2400:e7cO:ffff:fff-fiff fiff- fff-fif
0

2400:fOcO:ffff:frff. frff fiff. frff ffff
0

2401:e780:ffffffff: ffff: ffff Fff: fff

2401:ebcO:ffff:ffff: ffff: ffff: fiff: ffff

2402:6140:ffff:ffff: ffff. Fiff: frff: ffff

Company Limited HK O 0

2402:¢cb40::
Networks

2404:b680::
7

2405:b1cO0::
0

2602:fd8f::
0

2602:fdd3::
0

2602:ffcl::
0

2402:cb40:ffff: ffff: ffff fff: ffff: ffff
AU 18 0

2404:b680: ffff:ffff: frff: fiff: frff: ffff

0

2405:b1cO:ffff:fff-fiff fiff. fff-fiff

2602:fd8f:fff:ffff. ffff: frff. fiff: fFff

2602:fdd3:ffffiff:ffff. fiff. fiff:

2602:ffcL:fff: ffff: ffff- ffff: ffff: ffff

2001:500: 20f:ffff: ffff: ffff: ffff: fff B.Root-Server-OPS US 0

2001.df5:ab0O0:ffff fff.ffff. ffff.ffff ~ Server Cat Pty Ltd AU O

2001.df5:f700:ffff. ffff. fiff. ffff. ffff Dedicated Server Enterprise

Server Central Network us 13

Asia Pacific Server Company HK

P.D.S. Server Network Pvt. Ltd. NP

Ready Server Pte Ltd SG O

Server GroupBD BD O 0

HongKong Virtual Internal Server

Dreamscape CEBO2 Allocation - Server

Server & Networking Co.,Ltd. TH

Sneaker Server, LLC us 0

Quick Server Hosting LLC US 0

HostFlyte Server SolutionsCA 4

Server Cloud Canada Inc CA 4



2604:780::
CA

2604:2880::

9

2604:5380::
2604:88c0::

2607:5700::

1

2607:f458::

1

2607:f7a0::

200

2803:7a80::
2803:8b40::

2803:e320::

2604:780:ffff.fffffff. ffff. fiff. frff
0 0

2604:2880: ffff: ffff: ffff: fff: ffff: ffff
0

2604 :5380:ffff ffff; ffff; ffff fff: fff
2604 :88cO: ffff: ffff: ffff: ffff: ffff: ffff

2607:5700:ffff:ffff: ffff. Ffff: frff: ffff
0

2607:f458: ffff: ffff. fff; ffff: ffff: fff
0

2607:f7a0:ffff: ffff: fiff: fff: ffff: fff
0

2803: 7a80: ffff:ffff: ffff: fff: ffff: ffff
2803:8b40:ffff ffff: ffff: ffff Fff: fff

2803:e320:ffff: ffff: ffff. ffff: fff: ffff

(DONSERVER) CL O 0

2804:210::
1

2804:1d98::

0

2804:49fc::

LTDA BR

2a00:12d0::
2a00:1f58::

2a00:7060::

0

2a00:ad00::

0

2a00:bd00::

0

2804 2 10:ffff-fiff. fiff: fff e frff
0

2804 :1d98: ffff:ffff: ffff: ffff Fff: fff

2804 49fc: ffff ffff: ffff; ffff Fff: fff
4 0

2a00: 12d7:ffff: ffff: frff: Ffff: frff: ffff
2a00: L5 ffff: ffff fff: ffff: ffff: fff
2a00: 7060:ffff: ffff: ffff. ffff: fiff: ffff

2a00:adO7:ffff-ffff. fiff fff- fiff: fFff
0

2a00:bdOO:ffff-fif . fiff: fiff-fiff: fFff

The Exchange Global Server Center

Total Server Solutions L.L.C.

Server NorthCA O 0
Server ISP US 0 0

Total Server Solutions L.L.C.

Total Server Solutions L.L.C.

Total Server Solutions L.L.C.

Server Lodge SA. CR O

Latino Server S.A. HN 0

U

us

us

usS

0

0

MYRIAM PILAR ESCOBAR VEGA

Central Server Informética Ltda BR

Server Fast Telecom BR

0

SERVER MEDIA COMUNICACAO

ennit server GmbH DE 37
Server Network 1 AT 0

Server Centre Hosting Ltd GB

SAT-TRAKT server network

SERVER.swiss Sagl| CH

o

RS

0



2a02:3c0::
customers

2a02:d40::
DE

2a02:3c 7 ffff fiff: ffff: fiff ffff: fff
Cz 0 0

2a02:d40:ffff: ffff: fiff: ffff: fiff: ffff
59 0

NSA Bluffdale Utah blacklisted Nebraska

2a02:16a0::

0

2a02:24bh8::

2a03:e20::

2a03:4080::
2a03:b200::

45

2a05:b80::
0

2a05:8a80::
2a07:9440::
2a07:ac80::
2a07:b080::

2a07:b340::
Gostar Ltd.

2a07:d840::

2a02: 16a0:ffff:ffff: ffff: fiff: ffff: ffff

2a02: 24bf: ffff: ffff. ffff: ffff: ffff: fff
2a03:e20:ffff:ffff: ffff: ffff: fiff: ffff
2a03:4080:ffff:ffff: ffff. fiff: frff: ffff

2a03:b207:ffff ffff: ffff: ffff Fff: fff
0

2a05:b87:ffff.fffffff. ffff. fif. ffff

2a05:8a8 7 ffff:ffff. it fiff. fiff: fiff
2a07:9447 :fiff-fiff. fiff- Frff - fiff: fFff
2a07:ac87:ffff:ffff.ffff. fiff. ffff. ffff
2a07:b087 - ffff.ffff: fff. fiff. fiff: ffff

2a07:b34 7 :fftf:ffff: ffff: Fiff: frff: ffff
IR 0 0

2a07:d84 7 :ffff:ffff: ffff. fff: ffff: ffff

webhosting and server services TR 0

NetAir - Server housing and large

Marcel Edler trading as Optimate-Server

Automatic Server AG CH

Server Plan S.r.l.  IT 3
JSC "Server" RU 0 0
Server-Ware GmbH DE 16

Melbourne Server Hosting Ltd

LLC "Server v arendy"” RU

Server LLC NL 0 0
G2 server CZ s.r.o. CZ 14
IP SERVER LLC RU 6

Server-Center JSC RU 0

Fanavari Server Pars Argham Company

Ozan Yildiz trading as Sistemdc

0

GB

151

0
0

0



2a07:fe00:: 2a07:feQ7:ffff: fff: fiff: ffff: ffff: fff
0

2a09:4c00:: 2a09:4cO7 ffff fff: fff: ffff: fiff: ffff
0

Providers

ASN Provider
#spamhosts

Country

6898 SERVER.swiss Sagl CH
13101 ennit server GmbH DE 18

20093 Total Server Solutions L.L.C.

14
4

us

Server Administration LLC DE 1

Server Hosting Pty Ltd

#prefixes IPv4

20267 INTERNET SERVER CONNECTIONS INC

21774 The Exchange Global Server Center

22384 Total Server Solutions L.L.C.
23352 Server Central Network ~ US
31244 MY SERVER MEDIA SRL RO
32881 Server North CA 8 0
34434 Server-Center JISC RU 13
36731 Server Cloud Canada Inc CA
39451 Melbourne Server Hosting Ltd
44812 IP SERVERLLC RU 20
46562 Total Server Solutions L.L.C.
47815 Server-Ware GmbHDE 3
49335 LLC "Server v arendy" RU
50037 ServerLtd CzZ 1 0
52030 Server Plan S.r.l.  IT 14

63930 Ready Server Pte Ltd SG

us
114
7

123

11

GB

us

71

27

#prefixes IPv6

1 986 O

6958 1

6 1 2668 0
us 1 0

CA 11 0 399

9 0 491 O

19 186921 19

0 3508 O

0

23 0

2 199 O

7 0 2979 0O

5259 6

386 27 59562 22

364 O

11 1137110

0

128308 2

2 7788 4

NL 0
#domains
113 O
0



64290 Server ISP US 2 0 13

133314
135290
136477
137041
200807
201009
202104
202635
202682
205055
206898
207918
210260
213311
262790
263713
264380
264703

267212
0

394353
397280
397651

398373

Bubble Server LLP IN 1
Server & Networking Co.,Ltd.
P.D.S. Server Network Pvt. Ltd.
Server GroupBD BD 4
Sleepless Server Solutions Ltd.
Centre of server systems Ltd
Server-plus LLC RU 1
Server FarmLLC EE 4
G2serverCZs.ro. CZ 2
G2 server SKs.ro. SK 5

Server Hosting Pty Ltd NL

TH

NP

IE

RU

0

3

16
287
1913
7

1

Marcel Edler trading as Optimate-Server NL

ServerPlussLtd RU 1
Sneaker Server, LLC NL
Central Server Informatica Ltda
Server Lodge S.A. CR 10
Server Fast Telecom BR

Latino Server S.A. HN 4

0
7
BR
2
5
0

0
0
5
1630
0
2

SERVER MEDIA COMUNICACAO LTDA

B.Root-Server-OPS US 4
HostFlyte Server Solutions CA
Sneaker Server, LLC us

Server Destroyers LLC usS

12
6
22
6

o

17

30

BR

389
27

176 O
0 0
0 0
145 O
10

0 0
0

4769 0
0

7 1
7

2

0

141






