Israel-Blacklisted-Cyber-Attacks-against-Stew-Webb-November-22-
2020

stewwebb.com
The Computer Fraud and Abuse Act (CFAA) [18 U.S.C. Section 1030]

makes it illegal for anyone to distribute computer code or place it in the
stream of commerce if they intend to cause either damage or economic
loss.

This site is US Gov and Israeli Mossad hacker free!

Do other sites load in 15 seconds or less? Remember clean out your
browser. | protect you my listeners. Stew Webb

Evidence:

Israel Blacklisted

Tel Aviv, Israel was blocked by real-time IP blacklist at
http://www.stewwebb.com/

11/22/2020 10:33:00 AM (14 minutes ago)
IP: 77.124.25.166 Hostname: IGLD-77-124-25-166.inter.net.il
Human/Bot: Bot

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13 2) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/63.0.3239.84 Safari/62BFE7

Type: Blocked

Tel Aviv, Israel left https://www.stewwebb.com/ and was blocked access
via country blocking at http://www.stewwebb.com/forum/profile.php?id=115

11/22/2020 10:32:59 AM (14 minutes ago)



IP: 77.124.25.166 Hostname: IGLD-77-124-25-166.inter.net.il
Human/Bot: Bot

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13 2) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/63.0.3239.84 Safari/62BFE7

% Information related to '77.124.0.0 - 77.124.255.255'

[65536 addresses in this network]

% Abuse contact for '77.124.0.0 - 77.124.255.255' is ‘abuse@partner.co.il'
[65536 addresses in this network]

inetnum: 77.124.0.0 - 77.124.255.255

[65536 addresses in this network]

netname: EURONET

descr: Smile Internet Gold

descr: send SPAM and ABUSE complaints to: abuse@partner.co.il
descr: Broadband Costumers

country: IL

admin-c: SIG20-RIPE

tech-c: SIG20-RIPE

status: ASSIGNED PA

mnt-by: AS5486-MNT

created: 2007-02-18T16:51:40Z

last-modified: 2019-02-07T05:13:28Z

source: RIPE



role: Smile Internet Gold

address: Alexander Yanai 1, Petach Tikva
mnt-by: AS5486-MNT

admin-c: DR5299-RIPE

tech-c: DR5299-RIPE

nic-hdl: SIG20-RIPE

created: 2007-02-07T12:32:57Z
last-modified: 2019-03-07T13:12:28Z
source: RIPE # Filtered

% Information related to '77.124.16.0/20AS12400' (77.124.16.0 -
77.124.31.255)

[4096 addresses in this network]

route: 77.124.16.0/20 (77.124.16.0 - 77.124.31.255)
[4096 addresses in this network]

descr: Partner Communications

origin: AS12400

mnt-by: AS12400-MNT

created: 2020-08-02T07:28:06Z

last-modified: 2020-08-02T07:28:06Z

source: RIPE



% Information related to '77.124.16.0/20AS9116' (77.124.16.0 -
77.124.31.255)

[4096 addresses in this network]

route: 77.124.16.0/20 (77.124.16.0 - 77.124.31.255)
[4096 addresses in this network]

descr: Partner Communications

origin: AS9116

mnt-by: AS9116-MNT

created: 2008-07-24T09:28:00Z

last-modified: 2019-03-17T14:23:32Z

source: RIPE

Netherlands left http://www.stewwebb.com/ and visited
http://www.stewwebb.com/2018/02/19/us-cia-or-israel-mossad-cyber-
attacks-stew-webb-whistleblower-2018-02-...

11/14/2020 3:42:58 AM (5 hours 35 mins ago)
IP: 45.87.249.24 Hostname: 45.87.249.24

Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/63.0.3239.132 Safari/4B4932

% Information related to '45.87.249.0 - 45.87.249.255'

[256 addresses in this network]



% Abuse contact for '45.87.249.0 - 45.87.249.255' is
'yazamnikltd@gmail.com'

[256 addresses in this network]
inetnum: 45.87.249.0 - 45.87.249.255
[256 addresses in this network]
netname: IL-YAZAMNIK-20190617-249
country: UA

geoloc: 50.459437 30.496645
mnt-routes: LEASEWEB-MNT
mnt-domains: LEASEWEB-MNT
admin-c: DK9129-RIPE

tech-c: DK9129-RIPE

status: ASSIGNED PA

mnt-by: mnt-il-yazamnik-1

created: 2019-06-19T05:09:18Z
last-modified: 2019-12-25T09:06:29Z

source: RIPE

person: Alex Bishop
address: Apt. 9

address: 7548309
address: Rishon LeTsiyon

address: ISRAEL



phone: +99407228786

nic-hdl: DK9129-RIPE

mnt-by: mnt-il-yazamnik-1

created: 2019-06-14T09:03:42Z
last-modified: 2020-04-08T04:47:227Z

source: RIPE

% Information related to '45.87.249.0/24AS60781' (45.87.249.0 -
45.87.249.255)

[256 addresses in this network]

route: 45.87.249.0/24 (45.87.249.0 - 45.87.249.255)
[256 addresses in this network]

origin: AS60781

mnt-by: LEASEWEB-NL-MNT

created: 2019-10-02T14:53:56Z

last-modified: 2019-10-02T14:53:56Z

source: RIPE

IP information 45.87.249.24
IP address 45.87.249.24
Location  Netherlands (NL) nl flag

Registry  ripe



IP address 45.87.249.24

Reverse DNS (PTR record) not available
DNS server (NS record) r.arin.net (199.180.180.63)
u.arin.net (204.61.216.50)

x.arin.net (199.180.180.63)

y.arin.net (192.82.134.30)

z.arin.net (199.212.0.63)

arin.authdns.ripe.net (193.0.9.10)

ASN number 60781

ASN name (ISP) LeaseWeb Netherlands B.V.
IP-range/subnet 45.87.249.0/24

45.87.249.0 - 45.87.249.255

% Abuse contact for '45.87.249.0 - 45.87.249.255' is 'removed email
address'

inethnum: 45.87.249.0 - 45.87.249.255
netname: IL-YAZAMNIK-20190617-249
country: UA

geoloc: 50.459437 30.496645
mnt-routes: LEASEWEB-MNT
mnt-domains: LEASEWEB-MNT
admin-c: DK9129-RIPE



tech-c: DK9129-RIPE

status: ASSIGNED PA

mnt-by: mnt-il-yazamnik-1

created: 2019-06-19T05:09:18Z
last-modified: 2019-12-25T09:06:29Z

source: RIPE

person: Alex Bishop

address: Apt. 9

address: 7548309

address: Rishon LeTsiyon

address: ISRAEL

phone: removed phone number
nic-hdl: DK9129-RIPE

mnt-by: mnt-il-yazamnik-1

created: 2019-06-14T09:03:42Z7
last-modified: 2020-04-08T04:47:22Z

source: RIPE

% Information related to '45.87.249.0/24AS60781'

route: 45.87.249.0/24
origin: AS60781



mnt-by: LEASEWEB-NL-MNT
created: 2019-10-02T14:53:56Z
last-modified: 2019-10-02T14:53:56Z

source: RIPE

Phone: +990407228786

yasamnikltd@gmail.com

Warsaw, Poland visited http://www.stewwebb.com/
11/14/2020 1:17:03 AM (8 hours 9 mins ago)
IP: 2.56.101.69 Hostname: 2.56.101.69

Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/63.0.3239.132 Safari/4B4932

% Information related to '2.56.101.0 - 2.56.101.255'
[256 addresses in this network]

% Abuse contact for '2.56.101.0 - 2.56.101.255' is
‘probityltd.eliran@gmail.com’

[256 addresses in this network]
inetnum: 2.56.101.0 - 2.56.101.255
[256 addresses in this network]
netname: IL-PROBITY1-20190313-101

country: NL



mnt-domains: LEASEWEB-MNT
mnt-routes: LEASEWEB-MNT
admin-c: EM12749-RIPE

tech-c: EM12749-RIPE

status: ASSIGNED PA

mnt-by: mnt-il-probity1-1

created: 2019-03-18T07:58:06Z
last-modified: 2019-03-18T07:58:06Z

source: RIPE

person: Itzik Hardy

address: Apt. 6

address: 6542001

address: Rishon LeTsiyon

address: ISRAEL

phone: +15185550112

nic-hdl: EM12749-RIPE

mnt-by: mnt-il-probityl-1

created: 2019-03-12T17:11:28Z7
last-modified: 2020-04-07T10:48:21Z

source: RIPE



% Information related to '2.56.101.0/24AS60781' (2.56.101.0 -
2.56.101.255)

[256 addresses in this network]

route: 2.56.101.0/24 (2.56.101.0 - 2.56.101.255)
[256 addresses in this network]

origin: AS60781

mnt-by: LEASEWEB-NL-MNT

created: 2019-04-29T12:34:17Z

last-modified: 2019-04-29T12:34:17Z

source: RIPE

Israel-Los Angelos

Los Angeles, California, United States visited http://www.stewwebb.com/
11/13/2020 11:03:24 PM (10 hours 38 mins ago)

IP:193.41.123.76 Hostname: 193.41.123.76

Mozilla/5.0 (Macintosh; Intel Mac OS X 10 _12 4) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/67.0.3396.62 Safari/537.36

Los Angeles, California, United States left https://www.stewwebb.com/ and
tried to access a non-existent page http://www.stewwebb.com/forum/

11/13/2020 11:03:18 PM (10 hours 39 mins ago)
IP: 193.41.123.76 Hostname: 193.41.123.76
Human/Bot: Bot

Mozilla/5.0 (Macintosh; Intel Mac OS X 10 12 4) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/67.0.3396.62 Safari/537.36



% Information related to '193.41.123.0 - 193.41.123.255'
[256 addresses in this network]

% Abuse contact for '193.41.123.0 - 193.41.123.255' is
‘probityltd.eliran@gmail.com’

[256 addresses in this network]
inetnum: 193.41.123.0 - 193.41.123.255
[256 addresses in this network]
netname: IL-PROBITY2-20191009-123
country: NL

mnt-routes: mnt-il-probity2-1

admin-c: EM12999-RIPE

tech-c: EM12999-RIPE

status: ASSIGNED PA

mnt-by: mnt-il-probity1-1

mnt-by: mnt-il-probity2-1

created: 2019-12-04T10:02:417
last-modified: 2019-12-04T10:02:41Z

source: RIPE

role: Joel Whittle

address: Apt. 3



address: 7542116

address: Rishon LeTsiyon

address: ISRAEL

phone: +15185550112

nic-hdl: EM12999-RIPE

mnt-by: mnt-il-probity2-1

created: 2019-10-07T13:18:53Z
last-modified: 2020-04-07T10:52:22Z
source: RIPE # Filtered

% Information related to '193.41.123.0/24AS35913' (193.41.123.0 -
193.41.123.255)

[256 addresses in this network]

route: 193.41.123.0/24 (193.41.123.0 - 193.41.123.255)
[256 addresses in this network]

origin: AS35913

mnt-by: mnt-il-probity1-1

mnt-by: mnt-il-probity2-1

created: 2019-12-05T13:44:04Z

last-modified: 2019-12-05T13:44:04Z

source: RIPE



Sé&o Bernardo do Campo, Brazil left
http://www.stewwebb.com/forum/login.php and was blocked access via
country blocking at http://www.stewwebb.com/forum/login.php

11/14/2020 11:11:12 AM (2 hours ago)
IP: 45.7.205.103 Hostname: 103-205-7-45.customer.futuronet.com.br
Human/Bot: Bot

Mozilla/5.0 (Macintosh; Intel Mac OS X 10 13 3) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/66.0.3359.117 Safari/537.36

inetnum: 45.7.204.0/22 (45.7.204.0 - 45.7.207.255)

[1024 addresses in this network]

aut-num: AS266609

abuse-c: NOFAS

owner: MASSANET TELECOMUNICACOES EIRELI - ME

ownerid: 27.152.189/0001-94responsible: JOSE VASCONCELOS
ARRUDA NETO

owner-c: IAN11

tech-c: DZA3

inetrev: 45.7.205.0/24 (45.7.205.0 - 45.7.205.255)
[256 addresses in this network]

nserver: server2.fasternet.com.br

nsstat: 20201113 AA

nslastaa: 20201113

nserver: server3.fasternet.com.br

nsstat: 20201113 AA



nslastaa: 20201113
created: 20170606
changed: 20200406

nic-hdl-br: IAN11

person: Israel Arruda Neto
created: 20000729
changed: 20060601

nic-hdl-br: DZA3

person: Diego Zuaneti Arruda
created: 20010425

changed: 20090127

nic-hdl-br: NOFAS
person: NOC Fasternet
created: 20191022
changed: 20191022

% Security and mail abuse issues should also be addressed to
% cert.br, http://www.cert.br/ , respectivelly to cert@cert.br
% and mail-abuse@cert.br

%



Zurich, Switzerland arrived from http://www.illuminati-
news.com/occultism.htm and tried to access a non-existent page
http://www.stewwebb.com/Satanism%20Bush%20Human%20Sacrifices%?2
0Sedalia,%20Colorado.html

11/20/2020 10:50:36 PM (1 hour 8 mins ago)
IP: 212.102.37.1 Hostname: unn-212-102-37-1.cdn77.com
Human/Bot: Bot

yacybot (/global; amd64 Linux 4.12.14-197.64-default; java 11.0.4;
Europe/en) http://yacy.net/bot.html

Type: Bot

Zurich, Switzerland visited http://www.stewwebb.com/robots.txt
11/20/2020 10:50:29 PM (1 hour 8 mins ago)

IP:212.102.37.1 Hostname: unn-212-102-37-1.cdn77.com

yacybot (/global; amd64 Linux 4.12.14-197.64-default; java 11.0.4;
Europe/en) http://yacy.net/bot.html

% Information related to '212.102.36.0 - 212.102.37.255'
[512 addresses in this network]

% Abuse contact for '212.102.36.0 - 212.102.37.255' is
'‘abuse@cdn77.com'

[512 addresses in this network]
inetnum: 212.102.36.0 - 212.102.37.255
[512 addresses in this network]

netname: CDN77_ZUR_ITX



country: CH

admin-c: DLTS1-RIPE

tech-c: DLTS1-RIPE

status: ASSIGNED PA

mnt-by: DATACAMP-MNT

created: 2020-01-29T716:12:04Z
last-modified: 2020-01-29T16:12:04Z

source: RIPE

role: Datacamp Ltd. technical staff
address: DataCamp Limited
address: 207 Regent Street
address: London

address: United Kingdom

nic-hdl: DLTS1-RIPE
abuse-mailbox: abuse@cdn77.com
mnt-by: DATACAMP-MNT

tech-c: JP4750-RIPE

admin-c: JP4750-RIPE

created: 2014-06-23T09:09:30Z
last-modified: 2020-03-04T15:32:52Z

source: RIPE # Filtered



% Information related to '212.102.36.0/23AS60068' (212.102.36.0 -
212.102.39.255)

[1024 addresses in this network]

route: 212.102.36.0/23 (212.102.36.0 - 212.102.39.255)
[1024 addresses in this network]

origin: AS60068

descr: CDN77 Zurich

mnt-by: DATACAMP-MNT

created: 2020-01-29T16:12:38Z

role: Joel Whittle

address: Apt. 3

address: 7542116

address: Rishon LeTsiyon
address: ISRAEL

phone: +15185550112

nic-hdl: EM12999-RIPE

mnt-by: mnt-il-probity2-1
created: 2019-10-07T13:18:53Z
last-modified: 2020-04-07T10:52:227
source: RIPE # Filtered



% This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.

% To receive output for a database update, use the "-B" flag.

% Information related to '45.87.243.0 - 45.87.243.255'
[256 addresses in this network]

% Abuse contact for '45.87.243.0 - 45.87.243.255' is
‘expressenglish.raz@gmail.com'’

[256 addresses in this network]
inetnum: 45.87.243.0 - 45.87.243.255
[256 addresses in this network]
netname: IL-EXPRESS-20190617-243
country: US

mnt-routes: LEASEWEB-NL-MNT
admin-c: NR4238-RIPE

tech-c: NR4238-RIPE

status: ASSIGNED PA

mnt-by: mnt-il-express6-1



mnt-by: mnt-il-express2-1

mnt-by: mnt-il-express3-1

mnt-by: mnt-il-express5-1

mnt-by: mnt-il-express-1

mnt-by: mnt-il-express1-1

mnt-by: mnt-il-express4-1

created: 2020-05-08T12:22:56Z
last-modified: 2020-06-03T15:06:47Z

source: RIPE

person: Moti Dan

address: Apt. 3

address: 7542116

address: Rishon LeTsiyon

address: ISRAEL

phone: +17012594199

nic-hdl: NR4238-RIPE

mnt-by: mnt-il-express-1

created: 2019-06-13T21:52:33Z
last-modified: 2020-04-08T12:45:57Z

source: RIPE



% Information related to '45.87.243.0/24AS60781' (45.87.243.0 -
45.87.243.255)

[256 addresses in this network]

route: 45.87.243.0/24 (45.87.243.0 - 45.87.243.255)
[256 addresses in this network]

origin: AS60781

mnt-by: LEASEWEB-NL-MNT

created: 2020-06-04T09:49:25Z

last-modified: 2020-06-04T09:49:25Z

source: RIPE

% This query was served by the RIPE Database Query Service version
1.98 (BLAARKOP)

Type: Bot

Frankfurt am Main, Germany was redirected when visiting
http://stewwebb.com/robots.txt

11/21/2020 12:23:11 AM (25 minutes ago)
IP: 130.61.39.43 Hostname: 130.61.39.43

http://seewithkids.com/bot

Oracle Corporation OC-195 (NET-130-61-0-0-1) 130.61.0.0 -
130.61.255.255



[65536 addresses in this network]

Oracle Public Cloud OOC-195 (NET-130-61-0-0-2) 130.61.0.0 -
130.61.255.255

[65536 addresses in this network]

% Information related to '193.41.114.0/24AS35913' (193.41.114.0 -
193.41.115.255)

[512 addresses in this network]

route: 193.41.114.0/24 (193.41.114.0 - 193.41.115.255)
[512 addresses in this network]

origin: AS35913

mnt-by: mnt-il-probity1-1

mnt-by: mnt-il-probity2-1

created: 2019-12-05T13:41:457

last-modified: 2019-12-05T13:41:45Z

source: RIPE

% This is the RIPE Database query service.

% The objects are in RPSL format.



%
% The RIPE Database is subject to Terms and Conditions.

% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.

% To receive output for a database update, use the "-B" flag.

% Information related to '45.87.243.0 - 45.87.243.255'
[256 addresses in this network]

% Abuse contact for '45.87.243.0 - 45.87.243.255' is
‘expressenglish.raz@gmail.com'

[256 addresses in this network]
inethum: 45.87.243.0 - 45.87.243.255
[256 addresses in this network]
netname: IL-EXPRESS-20190617-243
country: US

mnt-routes: LEASEWEB-NL-MNT
admin-c: NR4238-RIPE

tech-c: NR4238-RIPE

status: ASSIGNED PA

mnt-by: mnt-il-express6-1

mnt-by: mnt-il-express2-1

mnt-by: mnt-il-express3-1



mnt-by: mnt-il-express5-1

mnt-by: mnt-il-express-1

mnt-by: mnt-il-expressi1-1

mnt-by: mnt-il-express4-1

created: 2020-05-08T12:22:56Z
last-modified: 2020-06-03T15:06:47Z

source: RIPE

person: Moti Dan

address: Apt. 3

address: 7542116

address: Rishon LeTsiyon

address: ISRAEL

phone: +17012594199

nic-hdl: NR4238-RIPE

mnt-by: mnt-il-express-1

created: 2019-06-13T21:52:33Z
last-modified: 2020-04-08T12:45:57Z

source: RIPE

% Information related to '45.87.243.0/24AS60781' (45.87.243.0 -
45.87.243.255)

[256 addresses in this network]



route: 45.87.243.0/24 (45.87.243.0 - 45.87.243.255)
[256 addresses in this network]

origin: AS60781

mnt-by: LEASEWEB-NL-MNT

created: 2020-06-04T09:49:25Z7

last-modified: 2020-06-04T09:49:25Z

source: RIPE

% This query was served by the RIPE Database Query Service version
1.98 (BLAARKOP)

Israel was blocked for UA/Referrer/IP Range not allowed at
http://www.stewwebb.com/

11/22/2020 7:38:15 AM (16 minutes ago)
IP: 185.77.248.4 Hosthame: 185.77.248.4
Human/Bot: Bot

Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/67.0.3396.79 Safari/4ACDCO03

% Information related to '185.77.248.0 - 185.77.248.255'

[256 addresses in this network]

% Abuse contact for '185.77.248.0 - 185.77.248.255" is 'abuse@netstyle.io'
[256 addresses in this network]

inetnum: 185.77.248.0 - 185.77.248.255



[256 addresses in this network]
netname: IL-REGME-20141120
country: IL

org: ORG-NAL9-RIPE

admin-c: EC6327-RIPE

tech-c: EC6327-RIPE

status: ALLOCATED PA
mnt-by: RIPE-NCC-HM-MNT
mnt-by: EC42500-MNT
mnt-lower: EC42500-MNT
mnt-routes: EC42500-MNT
created: 2017-01-02T08:25:16Z
last-modified: 2017-07-09T15:59:46Z
source: RIPE # Filtered

organisation: ORG-NAL9-RIPE
org-name: NETSTYLE A. LTD
org-type: LIR

address: Derech Menachem Begin 156
address: 6492108

address: Tel-Aviv

address: ISRAEL

phone: +972-1-800-204-404



abuse-c: AR15578-RIPE

mnt-ref: RIPE-NCC-HM-MNT
mnt-ref: EC42500-MNT

mnt-by: RIPE-NCC-HM-MNT
mnt-by: EC42500-MNT

created: 2013-03-08T12:31:31Z
last-modified: 2019-08-06T08:55:17Z
source: RIPE # Filtered

person: Elad Cohen

address: Derech Menachem Begin 156, Tel-Aviv 6492108, Israel
phone: +972-1-800-204-404

nic-hdl: EC6327-RIPE

mnt-by: EC42500-MNT

created: 2013-03-09T09:48:07Z

last-modified: 2019-08-04T15:56:53Z

source: RIPE # Filtered

% Information related to '185.77.248.0/24AS58018' (185.77.248.0 -
185.77.249.255)

[512 addresses in this network]
route: 185.77.248.0/24 (185.77.248.0 - 185.77.249.255)

[512 addresses in this network]



origin: AS58018

mnt-by: EC42500-MNT

created: 2017-01-24T21:05:01Z
last-modified: 2017-01-24T21:05:01Z

source: RIPE



